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•  Introduc)on:	
  	
  
	
   	
   	
  Java	
  APIs	
  vs	
  Macro	
  APIs	
  

•  Remote	
  API	
  Case-­‐study:	
  	
  
	
   	
   	
   	
   	
  Developing	
  an	
  integrated	
  plaJorm	
  

•  Macro	
  API	
  Case-­‐study:	
  
	
   	
   	
   	
   	
  OpKmizing	
  your	
  environment	
  	
  

•  Conclusions	
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User	
  Management	
   UserService,	
  GlobalPrivilegeAssignmentService	
  

Context	
  Management	
   Organiza)onService,	
  ProjectService,	
  AnalysisService	
  	
  

Membership	
  Management	
   MembershipService	
  

Group	
  Management	
   GroupService	
  

Role	
  Management	
   RoleDefini)onService,	
  PrivilegeService,	
  RoleAssignmentService	
  	
  

File	
  Management	
   RepositoryResourceService,	
  BatchRepositoryResourceService,	
  
WorkspaceResourceService,	
  BatchWorkspaceResourceService,	
  AclService,	
  
SignatureService	
  

Job	
  Management	
   JobService,	
  JobExecu)onService	
  
Schedule	
  Management	
   ScheduleService	
  
Subscrip)on	
  Management	
   Subscrip)onService	
  
Work	
  Items	
   WorkItemService	
  
Recycle	
  Bin	
   RecycleBinService	
  
Audit	
   AuditService	
  

Applica)on	
  Management	
   Applica)onInforma)onService,	
  TypeService	
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•  The Data Standards Library 
contains : 
–  Data Collection Modules: 
•  using CDASH metadata 
•  with clustered SDTM metadata 
•  annotated for CDASH 
•  annotated for SDTM 

–  Metadata Definitions : 
•  SDTM Standards 
•  Therapeutic Area Standards 
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Accesses	
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  modules,	
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  access	
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• 	
  Roles	
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  Projects	
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  Studies	
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Data	
  Standards	
  Library	
  Comparison 	
   	
  Study	
  metadata	
  comparison	
  across	
  study	
  versions	
  
ImplementaKon	
  Guides 	
   	
   	
  Study	
  metadata	
  comparison	
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  projects	
  
CompleKon	
  Guides 	
   	
   	
   	
  Define.xml	
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  summary-­‐based	
  search	
  reports 	
   	
  Export	
  of	
  trial	
  design	
  datasets	
  
Metrics	
  reports 	
   	
   	
   	
  Study	
  metadata-­‐based	
  search	
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Access	
  to	
  study	
  metadata	
  can	
  be	
  restricted	
  by	
  projects	
  at	
  row	
  
level	
  access	
  using	
  virtual	
  private	
  databases	
  

• 	
  Virtual	
  Private	
  Database	
  Policies	
  
a\ached	
  to	
  each	
  study	
  metadata	
  table	
  
• Dynamic	
  where	
  clausing	
  automaKcally	
  
applied	
  according	
  to	
  Oracle	
  user	
  id	
  

• Ex:	
  Where	
  project_nb=project	
  1	
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User_project_1	
  -­‐>	
  where	
  
project_nb	
  =	
  ’project	
  1’	
  

User_project_2	
  -­‐>	
  where	
  
project_nb	
  =	
  ’project	
  2’	
  
User_project_3	
  -­‐>	
  where	
  
project_nb	
  =	
  ’project	
  3’	
  

Ref:	
  h\p://docs.oracle.com/cd/B28359_01/
network.111/b28531/vpd.htm	
  



Audit	
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•  No redundance in information 
–  User information, privileges and project/study accesses 

located and managed in one place 
–  No duplication of metadata, continous access to metadata 

repository in Oracle 

•  Java, SAS, Oracle provide each great benefits 
–  Java technologies:  

•  User friendly web interfaces 
•  Services for integration 

–  SAS: 
•  Analytical power 
•  Well-known by users 
•  Code can be updated outside new release 

–  Oracle: 
•  Row-level access and locking 
•  Further security features 

 
 





SDD	
  versions	
   Java	
  
APIs	
  

Macro	
  
APIs	
  

Macro	
  APIs	
  supported	
  func)onal	
  areas	
  

SDD	
  4.4	
  /	
  4.5	
   1.7	
   1.4	
   Job/SAS	
  Program	
  Management	
  
SynchronizaKon	
  InformaKon	
  
Recycle	
  Bin	
  
SubscripKon	
  Management	
  

SDD	
  4.3.[1/2]	
   1.6	
   1.3	
   User	
  management	
  

SDD	
  4.3	
   1.6	
   1.2	
   Context	
  management	
  
Membership	
  management	
  
Group	
  management	
  
Role	
  management	
  

SDD	
  4.2	
   1.5	
   1.1	
   File	
  management	
  

SDD	
  4.1	
  	
   1.4	
   	
  	
  	
  	
  	
  	
  /	
   NA	
  



Java	
  1.7.1	
   SAS	
  1.4	
  

User	
  Management	
   þ	
   þ	
  

Context	
  Management	
   þ	
   þ	
  

Membership	
  Management	
   þ	
   þ	
  

Group	
  Management	
   þ	
   þ	
  

Role	
  Management	
   þ	
   þ	
  

File	
  Management	
   þ	
   þ	
  

Job/SAS	
  Program	
  Management	
   þ	
   þ	
  (parKal)	
  

Synchroniza)on	
  Informa)on	
   þ	
   þ	
  (parKal)	
  

Schedule	
  Management	
   þ	
   ý	
  

Subscrip)on	
  Management	
   þ	
   þ	
  

Work	
  Items	
   þ	
  (parKal)	
   ý	
  

Recycle	
  Bin	
   þ	
   þ	
  

Audit	
   þ	
   ý	
  



1.   Synchronize	
  workspace	
  with	
  repository	
  
2.  Read	
  and	
  manage	
  permissions	
  
3.   Read	
  version	
  and	
  eSignature	
  informa)on	
  
4.  Start	
  and	
  monitor	
  job	
  execu)on	
  
5.  Retrieve	
  all	
  groups	
  a	
  user	
  belong	
  to	
  
6.   Download/upload	
  from	
  a	
  PC	
  SAS	
  session	
  



•  Synchronize	
  Workspace	
  
–  %SASDRUDDEV_GETCHILDREN	
  gets	
  list	
  of	
  all	
  objects	
  within	
  an	
  folder	
  

including	
  subfolders	
  with	
  their	
  
•  Full	
  path	
  
•  Name	
  
•  Type	
  
•  ProperKes	
  

–  %SASDRUGDEV_GETSYNCSTATUS	
  to	
  gets	
  sync	
  status	
  with	
  repository	
  
•  _sddSyncStatus_	
  =	
  IN_SYNC	
  
•  _sddSyncStatus_	
  =	
  OUT_OF_SYNC	
  

–  %SASDRUGDEV_SYNCFILETOWORKSPACE	
  to	
  sync	
  a	
  file	
  
	
  

•  Applica)on:	
  
–  Enable	
  at	
  any	
  given	
  Kme	
  to	
  get	
  latest	
  version	
  of	
  your	
  study	
  data	
  

	
  



•  Manage	
  permissions	
  
– %SASDRUGDEV_UPDATEACLS	
  enables	
  to	
  create	
  
permissions	
  using	
  a	
  SAS	
  datasets	
  as	
  specificaKons.	
  

– %SASDRUGDEV_GETACLS	
  enables	
  to	
  get	
  
permissions	
  dataset	
  in	
  the	
  right	
  format	
  for	
  a	
  given	
  
area	
  that	
  can	
  then	
  be	
  modified	
  or	
  used	
  as	
  
template	
  to	
  create	
  permissions.	
  

•  Applica)on:	
  
– Automate	
  folder	
  structure	
  and	
  permissions	
  in	
  SAS	
  
– AlternaKve	
  to	
  point	
  and	
  click	
  in	
  SDD	
  UI	
  	
  

	
  or	
  Java	
  APIs	
  



•  Read	
  versions	
  and	
  eSignatures	
  info	
  
– %SASDRUGDEV_GETVERSIONS	
  to	
  get	
  all	
  the	
  
versions	
  

– %SASDRUGDEV_GETSIGNATURES	
  to	
  get	
  
eSign	
  info	
  of	
  the	
  signed	
  versions	
  -­‐	
  not	
  signed	
  
versions	
  dont	
  appear	
  in	
  the	
  output	
  

•  Applica)on:	
  
– Create	
  reports	
  for	
  a	
  given	
  study	
  to	
  check	
  that	
  all	
  
latest	
  versions	
  of	
  programs	
  are	
  validated	
  before	
  
conducKng	
  final	
  run	
  



•  Start	
  and	
  monitor	
  job	
  execu)on	
  in	
  repository	
  
– %SASDRUGDEV_SUBMITJOB	
  submits	
  job	
  and	
  creates	
  
job	
  id:	
  &_sddJobSubmissionId_.	
  	
  

– %SASDRUGDEV_GETSUBMISSIONSTATUS	
  get	
  status	
  
based	
  on	
  a	
  &_sddJobSubmissionId_:	
  
•  _sddJobSubmissionStatus_	
  =	
  STARTED	
  
•  _sddJobSubmissionStatus_	
  =	
  RUNNING_TASKS	
  
•  _sddJobSubmissionStatus_	
  =	
  COMPLETED_SUCCESSFUL	
  
•  _sddJobSubmissionStatus_	
  =	
  COMPLETED_SASERRORS	
  

•  Applica)on:	
  
–  Create	
  job	
  of	
  jobs	
  and	
  implement	
  decision	
  nodes	
  



•  Find	
  all	
  groups	
  for	
  a	
  given	
  user	
  id	
  
– %SASDRUGDEV_GETUSERGROUPS	
  returns	
  all	
  the	
  
groups	
  a	
  given	
  user	
  is	
  member	
  of	
  across	
  all	
  
contexts	
  

•  Applica)on:	
  
– Check	
  access	
  of	
  all	
  current	
  access	
  of	
  a	
  given	
  user	
  	
  



•  Upload/download	
  files	
  from	
  a	
  PC	
  SAS	
  session	
  
–  Requires	
  to	
  login/logout	
  using	
  %SASDRUGDEV_LOGIN	
  and	
  
%SASDRUGDEV_LOGOUT	
  

– %SASDRUGDEV_UPLOADANDEXPAND	
  
– %SASDRUGDEV_DOWNLOADFILE	
  
– %SASDRUGDEV_DOWNLOADASZIP	
  

•  Applica)ons:	
  
–  Control	
  data	
  exchange	
  from	
  a	
  PC	
  SAS	
  session	
  without	
  the	
  
desktop	
  connecKon	
  nor	
  using	
  the	
  Java	
  APIs	
  

	
  



•  APIs	
  enable	
  to:	
  
– Build	
  uKliKes	
  
–  Interface	
  with	
  other	
  industry	
  applicaKons	
  
– Op)mize	
  your	
  processes	
  within	
  each	
  SDD	
  concept	
  
– Automate	
  manual	
  tasks	
  
– Enhance	
  reporKng	
  capability	
  
– Keep	
  your	
  environment	
  scalable	
  and	
  up	
  to	
  date	
  



•  SAS®	
  Drug	
  Development	
  4	
  -­‐	
  Accessing	
  Java	
  API	
  all	
  versions	
  client	
  and	
  
macro	
  download	
  
–  h\p://support.sas.com/kb/46/609.html	
  

•  SDD	
  ++:	
  Extending	
  SDD	
  CapabiliKes,	
  Sandeep	
  Juneja,	
  AD04	
  -­‐	
  PhUSE	
  2012	
  
–  h\p://www.phusewiki.org/docs/2012/PRESENTATIONS/AD/AD04.pdf	
  

•  Developing	
  an	
  Integrated	
  PlaJorm,	
  Geqng	
  the	
  Best	
  out	
  of	
  Several	
  
Technologies,	
  Jean-­‐Marc	
  Ferran,	
  TS06	
  –	
  PhUSE	
  2013	
  
–  h\p://www.phusewiki.org/docs/Conf%202013%20TS%20PresentaKons/TS06.pdf	
  

	
  
•  SDD	
  API	
  1.7.1	
  /	
  1.4	
  Training	
  Material,	
  Sandeep	
  Juneja	
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