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Technical Platform - high level flow 
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Implementation 

¥! Architecture and solution overview 

¥! Main processes 
Ð! Data standards library overview 
Ð! Study metadata build process 
Ð! Study validation process 

 
¥! Integration features 

Ð! Single user access model  implementation 
Ð! Reporting  capability and project-level access 
Ð! Audit trailing 
Ð! Library and Study Metadata validation flow 



Architecture and solution overview 
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Data Standards Library 
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¥! The Data Standards Library 
contains : 
Ð! Data Collection Modules: 

¥! using CDASH metadata 
¥! with clustered SDTM metadata 
¥! annotated for CDASH 
¥! annotated for SDTM 

Ð! Metadata Definitions : 
¥! SDTM Standards 
¥! Therapeutic Area Standards 



Data Collection Modules - CDASH 
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¥! CRF template using CDASH annotations 



Data Collection Modules - SDTM 
DATA COLLECTION 
MODULES LIBRARY

DM 1

VS 2

EG 1

...

DM 2

 VS 1



Metadata Definitions 
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¥! 5 levels of metadata 
¥! SDTM IG 3.1.3 and TA metadata 

stored in the same physical tables 
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Study Metadata Build Process (Overview) 
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Study validation 
SAS/SDD job of checks 
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Integration features 
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Integration features (1) 
User access and security model 

Accesses to modules, functionalities, projects and 
studies according to SDD roles, groups and accesses 

1 access model and log-in  
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2 Ð Return log in 
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¥! Roles 

¥! Projects accesses 
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Integration features (2) 
Reporting capability and access to Oracle 

Data Standards Library Comparison   Study metadata comparison across study versions 

Implementation Guides    Study metadata comparison across projects 

Completion Guides    Define.xml 

Trial summary-based search reports   Export of trial design datasets 

Metrics reports    Study metadata-based search reports 
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Integration features (2) 
Project/study-level access to Oracle tables 

Access to study metadata can be restricted by projects 
at row level access using virtual private databases  

¥! Virtual Private Database Policies attached to 
each study metadata table 

¥!Dynamic where clausing automatically applied 
according to Oracle user id 

¥!Ex: Where project_nb=project 1  
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Virtual 
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User_project_1 -> where project_nb = Õproject 1Õ  

User_project_2 ->  where project_nb = Õproject 
2Õ 

User_project_3 -> where project_nb = Õproject 3Õ  

Ref: http://docs.oracle.com/cd/B28359_01/network.111/b28531/vpd.htm 



Integration features (2) 
Use of encoded passwords in SAS 

¥! Oracle password is encrypted in SAS using proc  
pwencode 

  

¥! Programs creating the libnames are stored in 
designated area with restriced access  

Ref: Keep your database passwords out of the clear: Quick and easy tips to protect yourself, Steven, PNWSUG 2007 



Integration features (3)  
Audit trail 

Audit trails in same structure is easily integrated for 
reporting  
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Integration features (3)  
Audit trail structure 

¥! 2 tables 
Ð!Main table 

¥! 1 row per action 
Ð! Log-in, log-out 
Ð! Edit/Create/Validate metadata 
Ð! Make obsolete 
Ð! Etc. 
 

Ð!Detailed table 
¥! Linked to main table per action id 
¥! 1 set of rows per action  
¥! 1 row for every change  

Ð! listing old and new values 



Integration features (4)  
Library/Study Metadata validation flow (1) 
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SQL > Grant update(validation_flag) 

SQL> Grant select, insert, update(issue_status)  

 



Integration features (4)  
 Library/Study Metadata validation flow (2) 

¥! Integrity checks 
Ð!Java based 
Ð!Ensure database integrity  
Ð!Updates require new minor release under 

Computer Validation procedures 
 

¥! Metadata consistency and study checks 
Ð!SAS based 
Ð!Stored in SAS environment 
Ð!Ensure compliance with CDISC rules 
Ð!Controled via look-up tables 
Ð!Can be updated/enhanced following Use-of-the-

System procedures 



Conclusion (1) 
¥! No redundance in information 

Ð! User information , privileges and project/study accesses 
located and managed in one place 

Ð! No duplication of metadata , continous access to metadata 
repository in Oracle 

¥! Java, SAS, Oracle provide each great benefits 
Ð! Java  technologies:  

¥! User friendly web interfaces 
¥! Services for integration 

Ð! SAS : 
¥! Analytical  power 
¥! Well-known  by users 
¥! Code can be updated outside new release 

Ð! Oracle : 
¥! Row-level  access and locking 
¥! Further security  features  
¥! Use of virtual private database  policies 

 
 



Conclusion (2) 

 
¥! Next steps 

Ð!Improving feedback on SAS jobs  
status within web-applications UI 

Ð!Optimize  use of virtual private 
database  policy concepts 

 

 




