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Technical Platform - high level flow
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Implementation

¥ Architecture and solution overview

¥ Main processes
Bl Data standards library overview
Bl Study metadata build process
Bl Study validation process

¥ Integration features
Bl Single user access model iImplementation
Dl Reporting  capability and project-level access
B Audit trailing
Bl Library and Study Metadata validation flow
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Architecture and solution overview

‘ APPLICATION

2L LAYER

LIBRARY
MANAGEMENT

m USER INTERFACE
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Data Standards Library

DATA STANDARDS
 LIBRARY

¥ The Data Standards Library
i - DATA COLLECTIO
contains : MODULES
) Data Collection Modules:
¥ using CDASH metadata
¥ with clustered SDTM metadata
¥ annotated for CDASH SDTM 1.3
SDTMIG 3.1.3
¥ annotated for SDTM
Bl Metadata Definitions :
¥ SDTM Standards
¥ Therapeutic Area Standards ,eis uerapas
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Data Collection

DATA COLLECTION

Modules - CDASH

_MODULES LIBRARY

|Vital Signs
Vital signs
VSDAT | VSTIM |

Date and time performed | | | | | | | (24 h time clock)

dd mmm yy hh  mm
VSTEST LA [VSORRES |
Weight [VSORRES] | |ko  [VSTEST |Height om [VSORRESU
VSTEST —
Pulse Supine*

VSORRES | %2™i" /SGRRESU
Standing* beats/min

VSTEST VSPOS L L

Blood Supine” L L[

pressure [VSORRES

Standing”® Ll—rr-[—rl

systolic/diastolic (mmHg)
VSORRESU

systolic/diastolic (mmHg)

* (supine: after > 5 min. rest; standing: after > 1 min. standing)

Date
WSTIM Time
WVSPOS Postion POSITION
VSTEST Test VLM VSTESTCD Height
VSTEST Test VLM VSTESTCD wWeight
WVSTEST Test VLM VSTESTCD|Pulse
VSTEST Test VLM VSTESTCD| Systolic Blood Pressure
WVSTEST Test VLM VSTESTCD Diastolic Blood Pressure
VSORRESU it WVSRESU cm
VSORRESU it WVSRESU kg
VSORRESU it VSRESU heats/min
VSORRESU it VSRESU mmHg
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Data Collection Modules - SDTM

DATA COLLECTION
_MODULES LIBRARY-.

‘Vital Signs
Vital signs
Date and time performed |VSD e | (24 h time clock)
VSORRES where ’“”"“ “" "‘"‘ VSORRES where
VSTESTCD = "WEIGHT" VSTESTCD = "HEIGHT"
Pulse Supine* beats/min |[VSORRES where VSTESTCD =
VSPOS = "SUPINE", [ standing* beats/min [ PYLSE"
"STANDING" VEBRRES
where
Blood ine* ic/diastoli
pr::sure Supine I systolic/diastolic (MMHg) |\ e e ran — nsysp pr
Standing* ) systolic/diastolic (mmHg) |"DIABP"
T
* (supine: after = 5 min. rest; standing: after > 1 min. standing)

VSTESTCD |DIABP DIASTOLIC BLOOD PRESSURE integer CRF
VSTESTCD |HEIGHT HEIGHT integer CRF
VSTESTCD |PULSE PULSE RATE integer CRF
VSTESTCD |SYSBP SYSTOLIC BLOOD PRESSURE integer CRF
VSTESTCD |WEIGHT WEIGHT integer CRF
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Metadata Definitions

¥ 5 levels of metadata

O ERARY ¥ SDTM IG 3.1.3 and TA metadata
stored in the same physical tables

DATA COLLECTIO
MODULES

SDTM 1.3
SDTMIG 3.1.3
L

METADATA
DEFINITIONS

THERAPEUTIC

AREA METADATA
L
-
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Study Metadata Build Process (Overview)

DATA STANDARDS LIBRARY
DATA-COLLECTION MODULES LIBRARY STUDY SPECIFICATION MODULE

STUDY STUDY

TEMPORARY BUILD METADATA
= REPOSITORY

ORACLE
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Study Validation Process (Overview)

CREATE AND
RUN CHECKS

SAS
ENVIRONMENT

COMPARE

S
CHECKID K4 ERRORMSG K2 varzch K2 var2
The STANDARD UNIT is not consistent per TEST o
1002 EXAMNATION. 1000-0000 LBTESTCD LBSTRESY
The STANDARD UNIT is not consistent per TEST or
1002 EXAMNATION. 1000-0000 LBTESTCD LBSTRESY
The STANDARD UNIT is not consistent per TEST or
1002 EXAMNATION. High 1000-0000 LB LBTESTCD  ALKP LBSTRESU U
The STANDARD UNIT is not consistent per TEST or
1002 EXAMNATION. High 1000-0000 LB LBTESTCD  ALKP LBSTRESU UL
The STANDARD UNIT is not consistent per TEST or
1002 EXAMINATION. High 1000-0000 LB LBTESTCD  LPASE LBSTRESU UL
START DATE/TIME OF OBSERVATION falls after the END
1005 DATEITIME OF OBSERVATION High 1000-0000  AE 1000-0000-00019 AESEQ 1 AESTOTC  1998-12-01T17:00 AEENDTC  1998-12-01T16:30
START DATE/TIME OF OBSERVATION falls after the END
1005 DATEITIME OF OBSERVATION. High 1000-0000  AE 1000-0000-00037 AESEQ 1 AESTOTC  1998-12-15T07:40 AEENDTC  1998-11-25T08:00
START DATE/TIME OF OBSERVATION falls after the END
1005 DATEITIME OF OBSERVATION High 1000-0000  SE 1000-0000-00004 SESEQ 2 SESTOTC  1998-11-17T08:06:00 SEENDTC  1998-11-17T07:07:00
START DATE/TIME OF OBSERVATION falls after the END
1005 DATEITIME OF OBSERVATION. High 1000-0000  SE 1000-0000-00009 SESEQ 2 SESTOTC  1998-11-24T08:00:00 SEENDTC ~ 1997-11-24T08:01:00
START DATE/TIME OF OBSERVATION falls after the END
1005 DATEITIME OF OBSERVATION. High 1000-0000 SV 1000-0000-00022 SVSTDTC 19981203 SVENDTC 19981202
START DATE/TIME OF OBSERVATION fals after the END
1005 DATEITIME OF OBSERVATION. High 1000-0000 SV 1000-0000-00010 SVSTDTC  1998-11-24 SVENDTC 19981122
START DATE/TIME OF OBSERVATION fals after the END
1005 DATEITIME OF OBSERVATION. High 1000-0000 SV 1000-0000-00014 SVSTDTC 19981116 SVENDTC ~ 1998-10-16
START DATE/TIME OF OBSERVATION fals after the END
1005 DATEMME OF OBSERVATION. High 1000-0000 SV 1000-0000-00035 SVSTDTC 19981247 SVENDTC 19971247
The LENGTH of the —TEST variable is more than 40 ERY. MEAN CORPUSCULAR HE
1007 characters. High 1000-0000 LB 1000-0000-00001 LBSEQ 35LBTEST  CONCENTRATION MEAS LENGTH 43
The LENGTH of the ——TEST variable is more than 40 PARTIAL THROMBOPLASTINE TIME
1007 characters. High 1000-0000 LB 1000-0000-00030 LBSEQ 54 LBTEST  MEASUREMENTS LENGTH a
1008 The --TESTCD starts with & number. High 1000-0000 LB 1000-0000-00001 LBSEQ 3 LBTESTCD  28MYL
An ORIGINAL RESLLT is completed but the STANDARD
1009 RESULT (CHARACTERISTIC)is missing. High 1000-0000 1000-0000-00006 [ESEQ 1 EORRES N IESTRESC
An ORIGINAL RESLLT is completed but the STANDARD
1009 RESULT (CHARACTERISTIC)is missing. High 1000-0000  SC 1000-0000-00031 SCSEQ 1 SCORRES R SCSTRESC
An ORIGINAL RESULT is completedt but the STANDARD I ? 6 ( l e
1009 RESULT (CHARACTERISTIC)is missing. High 1000-0000  SC 1000-0000-00014 SCSEQ 1 SCORRES ~ W-B SCSTRESC
An ORIGINAL RESLLT s completed but the STANDARD
1009 RESULT (CHARACTERISTIC)is missing. High 1000-0000  SC 1000-0000-00022 SCSEQ 1 SCORRES MU SCSTRESC
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Study validation
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n Help

%3 Dashboard | E Repository [ workspace 16} MyStudyJob * |

B £
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CREATE AND

AP RUN CHECKS

SAS
ENVIRONMENT

SAS
JOB OF - SAS © Drug Development
PROGRAMS CHECKS g P
Ti A ion Help
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. \ .
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Integration features

USER INTERFACE
EXTENDED APPLICATIONS

d APPLICATION

N LAYER

LIBRARY STUDY SPECIFCATION and STUDY VALIDATION
MANAGEMENT METADATA REPOSITORY and ISSUE TRACKING
SERVICE
LAYER SDD API JAVA
CREATE RUN READ SENI (F:ORES.Er: MAKE ACCESS
EOSIN JoB JOB UPLOAD  DOWNLOAD  g'IXE AT o ERASREE S CREATE  ogsoLete  EPIT CoRy QUERY  VALIDATE  \yopispace  REPORT
PERMISSIONS

USER INTERFACE ‘ i 4
J SAS DRUG P B [ [

DATABASE
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DD _ il
) F p ) -
S )Y METADATA
SAS
PROGRAMS
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STUDY <0>
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Integration features (1)

User access and securit

APPLICATION
LAYER

1b - Open simultaneously
SDD session in new tab

SERVICE
LAYER SDD API
Loe N cp;g;nz 5‘83 UPLOAD  DOWNLOAD m’; ﬁg\gs

READ
OBJECT
ATTRIBUTES

¥Roles
¥Projects accesses

¥Studies accesses

2 DReturn log in
sucess/failure and user@
roles, groups and accesses

PERMISSIONS

la-Login to SDD
Recover user roles, groups
and accesses

- USER INTERFACE
SDD

DD
DATABASE

Accesses to modules, functionalities, projects and

studies according to SDD roles, groups and accesses

1 access model and log-in
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Integration features (2)

Reporting capability and access to Oracle

SAS C
ENVIRONMENT )Sas
SAS
PROGRAMS
STUDY 4°>
DATA DEF ML D 'S

FILES

Data Standards Library Comparison
Implementation Guides

Completion Guides

Trial summary-based search reports

Metrics reports

— ~ORACLE
ATABASE

METADATA

ORACLE

Study metadata comparison across study versions
Study metadata comparison across projects
Define.xml

Export of trial design datasets

Study metadata-based search reports
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Integration features (2)

Project/study-level access to Oracle tables

USER INTERFACE
SDD

SAS DRUG
DEVELOPMENT 4.2

<)

Access to study metadata can be restricted by projects
at row level access using virtual private databases

Ref: http://docs.oracle.com/cd/B28359 01/network.111/b28531/vpd.htm

Virtual
Private
Database
Policies

ject_1 -> where project_nb = Oproject 10

Project 1

ject_2 -> where project_nb = Oproject

Project 2

ct_3 -> where project_nb = Oproject 30

Project 3

ORACLE

MVirtual Private Database Policies attached to
each study metadata table

¥YDynamic where clausing automatically applied
according to Oracle user id

¥EXx: Where project_nb=project 1
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Integration features (2)

Use of encoded passwords in SAS

¥ Oracle password is encrypted in SAS using proc
pwencode

1 proc pwencode in='StealMyPasswd' method=sasenc;
2 run;

{sasenc}DBCC5712385EBCEF38F9F09A10BD08D43BEEL7EE

¥ Programs creating the libnames are stored in
designated area with restriced access

libname oralib oracle user="<oracle user id>" password="<encrypted password>" path="<db path>" schema="<schema name>";

Ref: Keep your database passwords out of the clear: Quick and easy tips to protect yourself, Steven, PNWSUG 2007
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Integration features (3)

Audit trail

USER INTERFACE

DEVELOPMENT 4.2 ).

Audit trails in same structure is easily integrated for
reporting

SDD
BASE

o)

— ACLE
BASE

UDY METADATA

R ITORY

ANDARD

DA

P (U]

\ A\




~sBusiness &Decision

LifexSciences  quaance

Integration features (3)

Audit trail structure

¥ 2 tables

BIMain table

¥ 1 row per action
) Log-in, log-out
£ Edit/Create/Validate metadata
£) Make obsolete
)l Etc.

BiDetalled table
¥ Linked to main table per action id
¥ 1 set of rows per action

¥ 1 row for every change
il listing old and new values
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Integration features (4)

Library/Study Metadata validation flow (1
@ usernreneRce

SERVICE
LAYER SDD API
CREATE

CREATE R MOVE oneer SEND FOLDER
Jos Joi OBJECTS NOTIFICATIONS STRUCTURE &

ATTRIBUTES PERMISSIONS
USER INTERF
J SDD
PMENT 4.2

SDD

LOG IN UPLOAD  DOWNLOAD

SQL > Grant update(validation_flag)

=
=
O

»|
~

5 2

2 |
LL
|8

SQL> Grant select, insert, update(issue_status)
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Integration features (4)

Library/Study Metadata validation flow (2

¥ Integrity checks
BlJava based
BlEnsure database integrity

BlUpdates require new minor release under
Computer Validation procedures

¥ Metadata consistency and study checks
BISAS based
BIStored in SAS environment
BIEnsure compliance with CDISC rules
BlControled via look-up tables

plCan be updated/enhanced following Use-of-the-
System procedures
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Conclusion (1)

¥ No redundance in information

Bl User information , privileges and project/study accesses
located and managed in one place

£ No duplication of metadata , continous access to metadata
repository in Oracle

¥ Java, SAS, Oracle provide each great benefits

Bl Java technologies:
¥ User friendly web interfaces
¥ Services for integration
Bl SAS
¥ Analytical power
¥ Well-known by users
¥ Code can be updated outside new release

Bl Oracle
¥ Row-level access and locking
¥ Further security features
¥ Use of virtual private database policies
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Conclusion (2)

4 Next steps

Bllmproving feedback on SAS jobs
status within web-applications Ul

BlOptimize  use of virtual private
database policy concepts
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